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ABSTRACT

Within the hierarchy of the Software Defined Network (SDN) net-
work stack, the control layer operates as the critical middleware fa-
cilitator of interactions between the data planc and the network ap-
plications, which govern flow routing decisions. In the OpenFlow
implementation of the SDN model, the control layer, commonly re-
ferred 10 s a network operating system (NOS), has been realized
of competing implementations that offer various per-
d functionality advans Floodlight [11], POX [30],
NOX [14]. and ONIX [18]. In this paper we focus on the ques.
tion of control layer resilience, when rapidly developed prototype
ons go awry, or third-party network
incorporate
malicious log
in a network application may kead to loss of the control layer, and
in effect, loss of network control
To address these concerns we present the ROSEMARY controller
which implements a network application containment and resilience
-2y based around the notion of spawning applications indepen-
dently within a micro-NOS. ROSEMARY distinguishes itsclf by its
blend of process containment, resource utilization monitoring, and
an application permission structure, all designed to prevent com-
mon failures of network applications from halting operation of the
SDN Stack. We present our design and implementation of ROSE-
MARY, along with an extensive evaluation of its performance rel-
ative to several of the mostly well-known and widely used con-

(SRI, Kaist2t &

Keywords
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ness.

1. INTRODUCTION
At the center of the growing emergence of the SDN paradigm
is the notion of giving control of network flow routing decisions
1o a globally intelligent view, hosted above the data plane, that is
able to coordinate across network components. SDNs enable this
intelligence to be written in software, as network applications, us-
ing open APIs that better facilitate agile development and perhaps
faster network innovations.
The OpenFlow stack is an embodiment of this notion. It offers
a dramatic shift from the proprictary closed control layer of tradi-
tional network switches, to one in which the control layer exports
both the API and the data plane abstractions necessary to facilitate
a wide range of network applications. The introduction of the term
network operating system (NOS) was born from the recognition of
how the OpenFlow control layer provides network application de-
velopers with programming abstractions necessary to control the
network data-plane hardware. The control layer provides interface
and abstraction in a role analogous 1o that of operating systems,
which provide software developers an appropriate abstraction for
interacting with a host computer. Here, we will follow and ex
erm network operating systems
geabl:
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