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Background and Motivation

« Nationwide 17 GigaPoPs in Korea (~100Gbps), 3 International Connections to the US and
China (~20Gbps), Global Research Network Collaborations (GLIF & GLORIAD),

KOREN(NIA)

Toward Software and User driven Virtualized, Dynamic, and Flexible Environment
from Hardware-based Fixed, Closed Network Infra & Services
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Global Ring Network for Advanced Applications Development
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Global Collaborations
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Map of the ONOS/ICONA OpenFlow network, running on a slice of the GTS testbed facility offered
by GEANT.
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The Next: KREONET-S*

* KREONET-S* Main Goals
— Carrier-grade Reliable “Public SD-WAN”’ Operations

 Distributed Controls and 24 x 7 Network Operations
— New User Interfaces, Services, and Experiences

— Multi-vendor and Multi-layer Network Infrastructure

* Principal Building Blocks
— Northbound (Apps & Services):VDN, UoV, vSciZ, etc.
— Southbound: OpenFlow, TLI, NETCONF etc.

— East-Westbound: Distributed Controls

* KISTI/KREONET - ONOS Affiliate (in a joint effort with KAIST)
* Service Composition: KREONET COREEN Platform, etc.



The Next: KREONET-S*

* Embracing Open Technologies
— OpenFlow, OVS, OPNFYV, OpenStack, Many others..
— ONOS Affiliate

* Technical collaborations for ONOS deployment
* Setting up discussion channel for operational experiences
 Applying various SDN applications on KREONET-S*

ONOS Vision for Service Provider Networks ONOS in 2015

Enabling Service Provider SDN adoption for carrier-grade service and network innovation
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The Next: KREONET-S*

KREONET-S* Applications & Services: High Performance, Advanced Security, New User Services & Experiences

Multi-
Layer
VDN (Virtual UoV (User oriented vSciZ (Virtual KREONET
Dedicate Network) Visibility) Science DMZ) COREEN v SD-WAN Technology & NOC

KREONET-S* Controller Infrastructure: Carrier-grade High Availability/Failover and Scalability
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The Next: KREONET-S* (Plan)

Users Advanced Apps/Users || Researchers & Experimenters || General Users/Operators
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KREONET-S* Roadmap

KREONET
SOFTWARIZATION

Phase | by 2017 =
Bol First Year (20 | 5) 4 KORENINIA

Seoul, Daejeon GigaPoPs
2-4 User Sites
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Second Year (2016)
= Iwo.National GigaPoPs
— el 10-20 User Sites

KREONET & GLORIAD

GigaPoPs
30-60 User Sites

Global Ring Network for Advanced Applications Development
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Deployment 2015 - Overall Design
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Deployment 2015 - Mgmt./Controls

[ ONOS Controller Instances in Daejeon

ONOS ONOS ONOS ONOS
VM (B VM VM VM

PM-1 PM-2
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ONOS Controller Instances in Seoul
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KREONET-S* Deployment

Local (In-Lab) Testbed (before Deployment)
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KREONET-S* Deployment

* Daejeon GigaPoP (After Deployment)

—

Controller Servers

OVS/Experiment
Servers




KREONET-S* Deployment

* Seoul GigaPoP (After Deployment)
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KREONET-S* 7-Node ONOS Cluster: Distributed Controls

KREONET-S* Deployment

* Deployment Status as of Today

# Master Stand-by (slave)

PM#1

Deploy_VM#1

Daejeon ONOS Instances
PM#2

Deploy VM#2 Deploy_ VM#3

Seoul ONOS Instances
PM#3

Deploy_VM#5

Deploy_VM#4

2%

Deploy_VM#6

ok

Deploy_VM#7
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Arista 7050SX

.
.
.

Brocade MLXe-8
(Core Node)

(Optical)

Ciena 5410

Ciena 5410
(Optical)

Brocade MLXe-8
(Core Node)

Open vSwitch

Arista 7050SX
(Edge Node)

. 10Gbps x 1

s 1Gbps x 10



KREONET-S* Deployment

= l Open perating System
Deajeon
172.16.1.10 _) 2mean _) 2.eis _) 21616 172.16.1.7 17216.1.8 17216.1.9 ONOS Summary
172.16.1.10 7216.1.11 172.16.1.5 17216.1.6 172.16.1.7 172.16.1.8 7216.1.9
# Switches: 2 # Switches: 2 E # Switches: 1 # Switches: 2 # Switches: 0 # Switches: 7 # Switches: 1 Devices 16
Links : 95
Hosts : n

Topology SCCs 2

Intents 0o
Tunnels : o]
“
«” Flows : 13
Version : 1.2.1.kreonet

-
-

Avrista 7050sx

->

@) os:00:27:eC:4D:87/1

76.66 KB wac -

P:

08:00:27:EC:4D:87
0.0.0.0, 10.10.50.2, 10.10.2

637.3KB

0.2
B VLAN none
SeOU| Brocade MLXe-8 Latitude

Longitude

unknown O

Multiple links

Welcome to Open Network Operating System (ONOS)!

Hit '<tab>' for a list of available commands
and '[end] --help' for help on a specific command.
Hit '<ctrl-d>' or type 'system:shutdown' or 'logout' to shutdown ONOS.

Daejeon

Brocade MLXe-8

list
LEVEL 100 , List Threshold:
State | Lvl | Version

Active .e. samples
Active .6 Commons Lang

Active oD Apache Commons Lang
Active .10. Apache Commons Configuration
Active Guava: Google Core Libraries for Java

Active .9.2.Final
Active . .Final
Active 4.6.23.Final
Active . .Final
Active 4.0.23.Final
Active .0.23.Final Netty/Codec

Active 4.0.23.Final Netty/Transport/Native/Epoll
Active | & . Commons Pool

Active .2, Commons Math

Active . Joda-Time

Active ofle Metrics Core

Active cile Jackson Integration for Metrics
Active .9. ninimal-json

Active .0. Kryo

Active .10. | ReflectAsM

The Netty Project
Netty/Common
Netty/Buffer
Netty/Transport
Netty/Handler

Arista

os0m 8

unknown

[O'D




KREONET-S* Deploymen

10Gbps TCP/UDP Throughput

10Gbps Delay, Jitter, Packet-loss
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s edgeDJ > | edgeSL > coreD] > coreSL >
edgeDJ > edgeSL > coreDJ > coreSL > edgesL edgeD) coresL coreD)
edgeSL edgeD) coreSL coreDJ " delay(ms) 2.832 2.814 2.798 2.804
= TCP throughput(Gbps) 9.79 9.82 9.88 9.71 = jitter(ms) 0.039 0.041 0.051 0.057
= UDP throughput(Gbps) 9.05 9.37 9.81 9.81 ™ packet loss(%) 0.037 0.023 0.00028 [o]
1Gbps TCP/UDP Throughput 1Gbps Delay, Jitter, Packet-loss
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os edgeDJ > edgeSL > coreDJ - coreSL ->
. edgeD) > | edgeSL-> = coreDJ > coreSL > edgeSL edgeDJ coreSL coreD)
edgeSL edgeDJ coreSL coreDJ W delay(ms) 2.813 2.827 2.898 2.906
™ TCP throughput(Mbps) 989 990 985 989 ™ jitter(ms) 0.002 0.002 0.019 0.024
= UDP throughput(Mbps) 989 991 990 992  packet loss(%) 0.048 0.048 0.065 0.044
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KREONET-S* Applications

* Virtual Dedicate Network (VDN) &
User-oriented Visibility (UoV)

— VDN: OpenFlow/ONOS-based Dedicate Bandwidth
Provisioning Network for User Groups on Demand

— UoV:Virtual Network Visualization & Monitoring

 Virtual ScienceDMZ

— Very High Performance Distributed Science Cloud &
Advanced Experimental Environment (being designed)

* ONOS SDN Apps & Use Cases

— SDN-IP (being experimented & deployed)
— Packet-Optical, Segment routing (planning)



Virtual Dedicate Network

* Design Principles
— User-Group based Authentication/Authorization

* Root user *controls*, General users *use*

— Easy-to-Use User Interface

* Simple and Rapid: several-click Easy, ms Fast

— User-oriented NetworkVisualization and
Monitoring
* Virtual Network Topology and Operational Attributes

KREONET) Virtual Dedicate Networks

KREONET Virtual Dedicate Networks

Virtual Network Name: Select Your VN name /'

User(s) Edge Node(s)

Log Out
Bandwidth: 1G/10G

PMIVM(s)

hheho@kisti.rekr <EHE>
taejune.park@kaist.ac.kr <4}

VVVV

Sshin-server01
Sshin-server02

YREONET® Virtual Dedicate Networks

24 EAJ: Link available BW, VM/PM IP address,
VMIPM up/down, node up/d:

24 HAJ: VM to VMIPM latency, E2E path available BW,
VMIPM IP address, VM/PM up/down, i

Physical Network

Link Available BW: 0.89Gbps, Total BW: 1Gbps

Virtual Network

i M click
E2E Available BW: 0.56Gbps, Latency: 5Sms
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Virtual Dedicate Network

z Open Network Operating System

172.16.1.10 J 17231611 J 172.16.1.5 J 172.16.1.6 J 172.16.1.7 J 172.16.1.8 J 172.16.1.9 ONOS Summary

172.16.1.10 7216111 17216.1.5 17216.1.6 172.16.1.7 172.16.1.8 17216.1.9
# Switches: 2 # Switches: 2 -] # Switches: 1 # Switches: 2 # Switches: 0 # Switches: 7 # Switches: 1 Devices : 16
= Links : 95
Hosts : n

Topology SCCs : 2

Intents : o

Tunnels : (¢

Flows : n3

Version : 1.2.1.kreonet

@) os:00:27:eC:4D:87/1

«”
76.37 KB76-55 KB—@ MAC : 08:00:27:EC:4D:87
10.10.700.2

10.10.110.3

637.3Kk8
. 0.0.0.0, 10.10.50.2, 10.10.2
[O'S P: 0.2
VLAN : none
Seoul Latitude :

Longitude

unknown

o -

Each User Group can See &
Manipulate ONLY their own VDN

Daejeon

unknown

497.35 KB

10.10.40.3

unknown oVvsS

[O)"A)
= % = VDN-2




Virtual Dedicate Network

* KISTI-KAIST Joint Development
— VDN Prototype | Design and Implementation (2015)

— VDN management modules, dedicate & isolated
network allocation: being applied to KREONET-S*

JoNos.

€ [ locathost:

= Z Open Network Operating System

Flows for Device 0f:0000000000000003 (15 total)

Fiow D App 1D Group 1D Table 1D Priorty

admin@kistirekr  VON1  Logout

@

v G

UserlList v

admin@kisti.re.kr

Timeout Permanent  State Packets Bytes
Treament Insiuctons: OUTPUT(por=CONTROLLER)

e 1580221401 = o o 1 o e Adtea 1 %
Citeria:IN_PORT(pori=2), ETH_DST(mac=00:0000.00:00.01), ETH_SRC{mac=00:00-0000:00:02
Treament Instuctons: OUTPUT(por=1)

e is0z2zs = o o 10 o e Adsea 1 o
Citeria: IN_PORTIpori=3), ETH_t e
Treament Instuctons: OUTPUT(por-=1)

e 150224284 = o o 1 o e Adtea 1 %
Citeria:IN_PORT(pori=3), ETH_DST(mac=00:0000.00:00.01), ETH_SRC{mac=00:00-0000:00:04
Treament Instnctons: OUTPUT(p

ratesise1Lael = 3 o 1 o e Adtea 1 o
Citeria: IN_PORTIpori=1), ETH_t e
Treament insinctons: OUTPUT(p
Citeria: IN_PORTIpori=3), ETH D 0,00,00,00,00,02), ETH_SRC{mac=0000:000000.03
Treament Instnctons: OUTPUT(p

eSS = o o 1 o e Adsea 1 o
Cora N PORTIO 3 ETl DSTImac-00000000.0002 ETit SeCin:

Virtual Network Name: VDN 1 v

Edge Node(s) .

Edge List v

KREONETS-London-0000000000000002
KREONETS-Berlin-0000000000000003
KREONETS-Madrid-0000000000000004

-~

€ [ localhost:

admin@Xkisti.

Bandwidth: 106 v

PMIVM(s) . ’

J Open Network Operating System

HostList v

Potsdam-143.89.176.15-00:00:00:00:00:01
Kurfurstendamm Street-81.169.145.154-00:00:00:00:00:02

J ONOS

T =

admin@kistirekr  VDN1  Logout

ONOS Summary

0f:0000000000000003

URI 010000000000000003
Nicira, Inc
Open vSwitch

None

admin@kistirekr VDN 1

ONOS Summary
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Conclusions

« KREONET-S* Making HAPPEN
— New SDN Infrastructure with Multi-vendor & Multi-layer

— Distributed Controls and Resilient SDN Operations
— VDN & UoV for New User Services and Experiences

* Further Work 2015
— Keep Testing and Experimenting

* Failover & Operational Issues, Performance, etc.

— VDN Development and Deployment with KAIST
— SDN-IP Experiment and Deployment with ON.Lab

— (Experimental) User Site Connections & Operations
* 2-4 Sites: e-KVN, Supercomputing, HEP, etc.



Thank You!

Questions and/or Comments to
mirr@Kkisti.re.kr
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